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	Post Title
	Network Support Engineer

	JE Reference 
	W771
	Grade 
	F+
	SCP Range
	 29 - 31



Reporting line:




Job Purpose:

To deliver the resource and technical work necessary to implement new networks & servers as defined in the Council’s IT Strategy, and IT Workplan.

To provide a consultancy service to other parts of the IT Team, and service directorates, on server, network and telephony implications of the new IT developments they want

To provide support to the IT helpdesk where they are unable to provide firstline fault rectification

To provide training to staff within IT and services for networks, servers and telephony that have been developed / implemented.

To participate in the administration and billing of all data and telecommunications related charges, from whatever sources.
To assist in the management of all the Council’s data and telecommunications contracts.
Relationships:

Accountable to:
Network & Server Lead
Accountable for: 
Assistant Network & Server Engineers
General Contacts:
All staff, Elected Members, service partners, 3rd party suppliers and other Councils.
Key duties and responsibilities:

1. To deliver the work required by the Hardware, Networks and Servers part of the IT Team, as defined in the IT workplan, and as agreed by the Hardware & Networks Manager, and the Networks & Server Lead weekly job schedule.  This will include, but is not limited to, providing the key resource to configure, install, develop, test, maintain all current and future Council servers, networks, and telephony systems.

2. To both oversee and carry out the installations of new data and  telecommunications infrastructures within the Council. In connection with this to manage such staff as are allocated and to take the lead project management role on behalf of the Council in dealings with external/internal providers.
3. To promote the effective and secure use of the server, data and telecommunications infrastructure in Redcar and Cleveland Borough Council
4. To carry out a rolling maintenance programme to ensure data and telecommunications network integrity, security and continuity of service, with an appropriate understanding of Information Governance requirements.  
5. To compile and maintain a library of network & server diagrams for the data and telecommunications infrastructure showing cable routes, riser cupboards and outlets within the Council.
6. To undertake regular maintenance tasks including backup checks, security patching, and software / hardware renovation as agreed with line managers.

7. To ensure all data and telecommunications network assets, including hardware, circuits and software, are logged on the relevant asset inventory.
8. To participate in half yearly reviews of the efficiency of data and telecommunications spend ensuring that the Council is achieving best value.
9. To participate in regular contract and operational meetings with key suppliers of  data and telecommunications infrastructures for the Council.
10. To contribute and adhere to the Council’s IT Service Continuity/Disaster Recovery Plans in conjunction with senior IT Management.
11. To adhere to systems change control in relation to server, data and telecommunications services.
12. To investigate incidents referred by the Help Desk which can be directly attributed to the server, data and telecommunications networks and ensure they are resolved in a manner that minimises their effect on the provision of service to the client.
13. To participate in the management of external suppliers and contractors involved in the full range of server, data and telecommunications networking requirements and services utilised by the Council including overseeing and carrying out investigation of faults which may not be directly attributed to the network or server infrastruture; this will require visits to other sites/offices.
14. To represent the Council in discussions with service providers to ensure the provision of sufficient services and access to meet the Council’s requirements.
15. To carry out other such duties (e.g. ordering of specific equipment or sundries over and above those held as spare) which would ensure that work is completed on time to the specification quoted and to the budget agreed. Also to ensure that any procedures in place to recharge departments are adhered to.
16. To diagnose faults and carry out remedial fault rectification to the active components which drive the server & network infrastructure, this may include working to tight timescales for rectifications and managing conflicting demands and priorities. 
17. To keep abreast of technological developments within the server, network, voice and mobile communications arenas and undertake any necessary research into possible uses of such technology for the benefit of the Council.
18. To provide on call services as and when required to support the Council services

General/Corporate Responsibilities:

1. To undertake such duties as may be commensurate with the seniority of the post

2. To ensure that the Council’s corporate Health & Safety policy is followed and training is undertaken in all pertinent health and safety procedures

3. To partake in the Council’s and Directorate’s staff training and development policies as well as the Council’s system of performance appraisal
4. To treat all information gathered for the Council and Directorate, either electronically or manually, in a confidential manner

5. All employees are required to demonstrate a commitment when carrying out their duties which promotes and values diversity and the equality of opportunity in relation to employees and service users which is in line with the Council’s Equality & Diversity Policy.

6. To be responsible for identifying and managing all risks associated with the job role through effective application of internal controls and risk assessments to support the achievement of Corporate and Service objectives

7. To ensure the highest standards of customer care are met at all times

8. To ensure the principles of Value for Money in service delivery is fundamental in all aspects of involvement with internal and external customers

9. To ensure that the highest standards of data quality are achieved and maintained for the collection, management and use of data.

10. To positively promote the welfare of children, young people, and vulnerable adults and ensure that it is recognised that Safeguarding is everyone's responsibility; and to engage in appropriate training and development opportunities which enhance an individual’s knowledge and skill in responding to children, young people and vulnerable adults who may be in need of safeguarding.
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	POST TITLE
	GRADE

	Network Support Engineer
	F+


	NOTE TO APPLICANTS

Whilst all points on the specification are important, those listed in the essential column are the key requirements.  You should pay particular attention to those points and provide evidence of meeting them. Failure to do so may mean that you will not be invited for interview.


	CRITERIA
	NECESSARY REQUIREMENTS
	* M.O.A.

	
	Essential
	Desirable
	

	EXPERIENCE
	· Significant experience of providing support on a large fixed line and mobile data and telecommunications networks or:

· Significant experience of providing support to a complex server and storage infrastructure.

· A high level of understanding of Active Directory, Virtual Machine Technologies, SAN management and the underpinning hardware in a large scale organisation.
· An in depth knowledge of the workings of Network or Server infrastructures.
· Demonstrate practical experience of documenting network or server  infrastructures in detail.

· Demonstrate an understanding of the importance of proactive maintenance programs relating to fixed line and mobile data telecommunications networks.

	· Demonstrate practical experience of running projects using the Prince2 methodology.

· Demonstrate experience of designing and managing patch panels.
· Demonstrate practical, detailed knowledge of networks or servers, including for example : WSUS, Anti-Virus, Backups and system recovery, TCP/IP, Quality of Service(QoS).

	A, I

	SKILLS AND ABILITIES
	· Ability to represent the Council at external meetings and seminars.

· Proven ability to consult and communicate clearly and effectively (orally and in writing) and develop positive working relationships internally and externally.

· Ability to understand complex technical issues and their possible impact on business development and operational service delivery.

· Ability to assess emerging technologies and the opportunities that present to enhance the business processes of the Council

· Ability to implement and manage the introduction of new services and technologies.
	
	A, I

	EDUCATION/ QUALIFICATIONS/ KNOWLEDGE
	· Degree in ICT, Business, Information Management, or a related field; or the equivalent in education and work experience
· Expert knowledge in the administration and support of the following:

· Administration and Management of switches, routers, modems, firewalls, VPNs and other LAN/WAN technologies or:
· An in depth knowledge of Server Operating System Administration and Microsoft Office 365.
· Mobile working solutions

· Server storage or Network capacity management and profiling 
· Network performance monitoring and reporting

· Network security products and technologies

· Demonstrate an in depth knowledge of all fixed line and mobile data telecommunications network technologies and services.
	· A Prince2 project management qualification.
· An in depth knowledge of LAN/WAN design, TCP/IP and Quality of Service (QoS).

· Demonstrate a thorough knowledge of designing, implementing and maintaining UPS systems
· Experience of data centre management, including power management, UPS/generator systems, fire suppression, active monitoring of air conditioning systems, hardware racking and cabling.
	A, I, C

	OTHER REQUIREMENTS
	· Flexible approach to work by responding to the needs of the services including, at times, requirements to work beyond normal working hours

· Commitment to own continuous personal and professional development

· Strong team player, committed to an ethos of continuous improvement

· Full and Valid Driving License 


	· Evidence of own continuous personal and professional development


	

	COMMITMENT TO EQUAL OPPORTUNITIES
	· Commitment to equal opportunities and the ability to recognise the needs of different service users


	· Evidence of having completed training in  equality and diversity awareness
	A,I,C

	COMMITMENT TO SERVICE DELIVERY/ CUSTOMER CARE
	· Commitment to provide a customer-focussed service 


	· Evidence of surpassing customer expectations or service targets / goals
	A,I,C


METHOD OF ASSESSMENT: (*M.O.A.)

A = APPLICATION FORM   C = CERTIFICATE   E = EXERCISE   I = INTERVIEW   P = PRESENTATION   T = TEST   AC = ASSESSMENT CENTRE

R = REFERENCE
Job Description & Person Specification





Network & Server Lead


  





Network Support Engineer  





Assistant Network & Server Engineers








this is Redcar & Cleveland

