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	Post Title
	IT Security Manager

	JE Reference 
	W990
	Grade 
	I+
	SCP Range
	46-48


Reporting line:
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Job Purpose:          

To provide strategic leadership and management of IT Security and best practice to all aspects of the Councils IT service. 
Maintain the Councils compliance with all legislative requirements, including but not limited to PSN, PCI-DSS, NHS DSP Toolkit.

To advance the councils IT Security technology, practices and processes to mitigate current threats and to continually develop these in response to the changing threat of Cyber Security. 

To represent the council on regional and national Information Security events and to liaise with relevant national bodies, e.g. NCSC, to ensure the council is well placed in the field of IT Security. 

To take the role of Senior Security Advisor, attending DMT’s and EMT as needed.
To work closely with the councils Information Governance Service.

Relationships:

Accountable to:  Strategic IT Manager

Accountable for: Resources as needed to support the delivery of Service            
General Contacts: All staff, Elected Members, service partners, 3rd party suppliers and other Councils.
Key duties and responsibilities:

1. Provide Cyber/Information Security Management and Leadership to the organisation to help mature the Councils’ security profile and continue to develop best practice.

2. To lead in the understanding of future direction of IT Security practice at a regional, national and international level. 

3. Define Cyber/Information Security Strategy, principles, standards and governance.

4. To be an active member of the IT management Team to assist in the delivery of the IT Strategy and to provide input to the development of future IT Strategy.

5. To lead and manage the IT Security Service, providing clarity and direction when managing resources, including systems, finances and staff, as necessary to deliver outcomes

6. Lead the continuous analysis of current Cyber/Information security arrangements and where deficiencies are detected identify and deliver improvements and remedial actions.

7. Manage the creation, development, maintenance and monitoring of security policies and standards relating to IT matters

8. Act as point of escalation for all potential security issues, undertaking investigation where necessary.
9. Ensure that the Information Security Management System (ISMS) is maintained and updated to include all applicable policies, standards & regulation and communicated appropriately to all staff to ensure continued ISO 27001 compliance

10. Day to day management of the security aspects of any hosting outsource contract/relationship, ensuring all security services are delivered within the agreed SLA’s, quality and within the best practice.
11. Ensure all security systems and services are being effectively and responsively managed
12. Attend disciplinary panels as the Councils’ expert witness in regards to information technology breaches

13. To take the lead role as senior IT Security advisor, attending internal and external meetings with stakeholders as appropriate.

14. To manage and monitor Cyber Security tools to identify potential vulnerability and threat and respond as appropriate to the risks identified. 

15. Performing IT security risk assessments and reporting on ways to minimise threats.
16. To lead the identification of emerging risk and threat from Cyber Crime and the agree with stakeholders any mitigations or changes needed to reduce susceptibility.
17. To have explicit knowledge of the Council’s Information Governance processes and other relevant policies and procedures.

18. Ensuring compliance with latest regulations and legislation in relation to IT Security
19. Liaise as required with partner organisations on Information Security projects and matters as appropriate
General/Corporate Responsibilities:

1. To undertake such duties as may be commensurate with the seniority of the post

2. To ensure that the Council’s corporate Health & Safety policy is followed and training is undertaken in all pertinent health and safety procedures

3. To partake in the Council’s and Directorate’s staff training and development policies as well as the Council’s system of performance appraisal

4. To treat all information gathered for the Council and Directorate, either electronically or manually, in a confidential manner

5. All employees are required to demonstrate a commitment when carrying out their duties which promotes and values diversity and the equality of opportunity in relation to employees and service users which is in line with the Council’s Equality & Diversity Policy.

6. To be responsible for identifying and managing all risks associated with the job role through effective application of internal controls and risk assessments to support the achievement of Corporate and Service objectives

7. To ensure the highest standards of customer care are met at all times

8. To ensure the principles of Value for Money in service delivery is fundamental in all aspects of involvement with internal and external customers

9. To ensure that the highest standards of data quality are achieved and maintained for the collection, management and use of data.

10. To positively promote the welfare of children, young people, and vulnerable adults and ensure that it is recognised that Safeguarding is everyone's responsibility; and to engage in appropriate training and development opportunities which enhance an individual’s knowledge and skill in responding to children, young people and vulnerable adults who may be in need of safeguarding.
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	POST TITLE
	GRADE

	IT Security Manager
	I+


	NOTE TO APPLICANTS

Whilst all points on the specification are important, those listed in the essential column are the key requirements.  You should pay particular attention to those points and provide evidence of meeting them. Failure to do so may mean that you will not be invited for interview.


	CRITERIA
	NECESSARY REQUIREMENTS
	* M.O.A.

	
	Essential
	Desirable
	

	EXPERIENCE
	· Extensive experience in the field of Information Security.
· Experience of developing and maintaining an ISMS.
· Experience of finding pragmatic and creative solutions to operational issues.
· Experience of developing robust Business Cases for the implementation of new IT Solutions.
· Evidence of budget management
· Experience leading the procurement and, implementation of IT Security solutions.

· Experience of leading and managing resources to deliver agreed outcomes to deadlines and within budget.
	· Practical experience of legislation for Public Sector Networks.

· Understanding of the requirements to meet Payment Cards Industry (PCI) regulation. 

· Experience of configuring and deploying SIEM solutions and products.


	A, I

	SKILLS AND ABILITIES
	· Ability to work independently and escalate issues as necessary

· Excellent communication and leadership skills

· Excellent interpersonal, influencing and negotiating skills.
· Ability to establish and maintain effective working relationships with a wide range of people, both internally and externally.

· An ability to train users where necessary, or support the delivery of training by the teams for which you are responsible.

· Able to prioritise workloads effectively.

· Ability to understand complex technical issues and their possible impact on business development and operational service delivery, and translate this into non-technical language and understanding by senior service directors and managers, such that it helps shape their future service vision.

· Ability to assess emerging threats and associated mitigating processes or technologies.
· Ability to plan and manage budgets, identifying emerging pressures.

· Ability to analyse data to identify risk and threats.

· Strong influencing and stakeholder management skills


	· Ability to plan and manage budgets and emerging spending pressures, and communicate those to those responsible for future funding of IT

· Ability to implement and manage the introduction of new services and technologies.

· Analytical mind capable of managing numerous information sources and providing data analysis reports to senior management


	A, I

	EDUCATION/ QUALIFICATIONS/ KNOWLEDGE
	· Degree in ICT, Cyber Security or a related field; or the equivalent in education and work experience

· Knowledge of the tools and techniques required to maintain secure Information Technology.


	· Knowledge of NHS Toolkit, N3/HSCN.


	A, I, C

	OTHER REQUIREMENTS
	· Flexible approach to work by responding to the needs of the services including, at times, requirements to work beyond normal working hours

· Commitment to own continuous personal and professional development

· Strong team player, committed to an ethos of continuous improvement


	· Full driving licence

· Evidence of own continuous personal and professional development


	A, I,  

	COMMITMENT TO EQUAL OPPORTUNITIES
	· Evidence of leadership of a culture of equal opportunities and the ability to recognise the needs of different service users


	· Evidence of having completed training in equality and diversity awareness
	A,I 

	COMMITMENT TO SERVICE DELIVERY/ CUSTOMER CARE
	· Evidence of having provided a customer-focussed service, with a passion for excellence and continuous improvement in all areas. 


	· Evidence of surpassing customer expectations or service targets / goals
	A,I 


METHOD OF ASSESSMENT: (*M.O.A.)

A = APPLICATION FORM   C = CERTIFICATE   E = EXERCISE   I = INTERVIEW   P = PRESENTATION   T = TEST   AC = ASSESSMENT CENTRE

R = REFERENCE
Job Description & Person Specification
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