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BUSINESS AND RESOURCES 
JOB DESCRIPTION

POST TITLE:

Information Security Analyst 
GRADE:


Band 8
RESPONSIBLE TO:
Senior ICT Security Architect
Overall Objectives of the Post:

· The effective development and delivery of the Information Security function to ensure the security and integrity of all Council data and information stored in a digital format.
· Information Security policy development, implementation and review.
· Plan, develop and deliver Information Security training and awareness.
· Effective management of Information Security risk and compliance in accordance with GDPR, Data Protection and all relevant legislation.
· Advise on the information security requirements of new services, processes, D&ICT solutions including the implementation of M365 and MS Teams.

Key Contacts:  Corporate Directors; Heads of Service and Corporate Leads; Elected Members; Data Protection and Information Governance functions; Communications; Partners; Service Managers; Employees; Suppliers.
Key Tasks of the Post:

1. You will make a significant contribution to the further development of the information security function through the following.  You will:
· Develop, maintain and implement information security policies and required controls and deliver advice on related procedures and processes.
· Monitor developments in related legislation, standards, best practice, security risks and solutions to ensure the Council’s information security practices remain current.
· Assess and advise on the Information Security requirements for new processes, services and new D&ICT solutions, including M365, MS Teams, externally hosted and Software as a Service (SaaS) solutions and mobile apps.
· Assess and approve/reject requests for exemptions to existing information security policies in line with operational requirements.  This could include firewall access, external access to Council systems and infrastructure, access to individual D&ICT accounts etc.
· Work with colleagues from Data Protection, Information Governance, services and within D&ICT to ensure the security of the Council’s data and information at all time.
2. You will ensure all Elected Members and staff receive regular and appropriate information security training.  You will:

· Plan, develop and deliver information security training using internal and external resources. 
· Ensure information security training is accurate and up to date to reflect Council requirements.
· Monitor and report on training completion rates, identifying and implementing additional training and support where required.
· Pro-actively educate staff and Elected Members on information security through the delivery of targeted communication and awareness campaigns across different platforms and media.
3. You will play a key role in the Council’s capacity to respond and recover from information and cyber security incidents and other major disruptions.  You will:

· Conduct investigations into information security breaches and report/escalate accordingly dependent on severity, this will include working with colleagues from information governance and data protection where applicable and relevant.

· Conduct Lessons Learned reviews and implement recommendations and other actions. 

· Support in developing ongoing D&ICT Disaster Recovery procedures and be part of the incident response team responding to information and cyber security incidents.

· Play an active role in service and corporate business continuity, resilience and emergency planning activities and documents.
4. You will conduct information security reviews, audits and investigations to ensure compliance and to enhance the information security function within the Council.  You will:

· Deliver Information Security audits and reports on an ongoing basis, looking at trend analysis to target improvements.
· Conduct information security risk assessments to consider security risks and issues for new and existing processes, services and D&ICT solutions and make appropriate recommendations.

· Undertake confidential investigations around information security and system access as directed.
5. You will contribute to the delivery and operation of secure, resilient and compliant Digital and ICT solutions and infrastructure.  You will:

· Support the implementation of the D&ICT threat and vulnerability management strategy.
· Utilise existing solutions and support in the identification/assessment/procurement and implementation of new security tools and solutions.

6. You will contribute to the continued development and improvement of the Digital and ICT Service. You will: 
· Act as an ambassador for the service at all times and promote the benefits of D&ICT solutions to the Council, Members, residents, service users, customers, partners and businesses. 
· Effectively manage any resources that are allocated and identify opportunities to deliver savings and efficiencies from within the service and across the Council.
· Contribute to other projects within the service and across the council as required.
· Play an active role in the development and success of the Architecture and Security team and the Digital and ICT service.
All employees have a responsibility to undertake training and development as required.  They also have a responsibility to assist, where appropriate and necessary, with the training and development of fellow employees.

All employees have a responsibility of care for their own and others’ health and safety.

All employees have a responsibility to ensure Confidentiality and Information Security. 
The above list is not exhaustive and other duties may be attached to the post from time to time.  Variation may also occur to the duties and responsibilities without changing the general character of the post.
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