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DARLINGTON BOROUGH COUNCIL

OPERATIONS GROUP 

JOB DESCRIPTION

	POST TITLE :  


	Senior .Net Developer

	PAY BAND :


	Band 11

	JOB EVALUATION NO.


	D3215

	REPORTING RELATIONSHIP


	Web Manager

	JOB PURPOSE :


	To be responsible for the development of integrated transactional and interactive functionality for the Council’s website(s) by developing bespoke functionality and working with existing products (such as the Council’s eForms system) at an advanced level. To support the provision of the Council’s online services, including the publication of content on website and social media channels.  



	POST NO.


	POS001374



	PDR COMPETENCY FRAMEWORK
	Level 1, Expected Competencies for all employees


MAIN DUTIES/RESPONSIBILITIES

1. Provide support with the configuration and development of the Council’s website content management system (UMBRACO).

2. Provide support with the management and presentation of content on the Council’s websites and Intranet, including the development of website templates as needed.

3. Provide support with the management and maintenance of the Council’s social media profiles, including integrations with other online services where appropriate. 

4. To act as a champion for web based working solutions and service delivery to both internal and external customers.

5. To have an awareness of web related developments with regards to content and transactional services, providing regular updates to the Web Manager and other audiences as needed. 

6. To provide support at an advanced level in the development of the Council’s eForms including the development of complex eForms and the management of integrations with other interdependent systems.

7. To support the standardisation, configuration and governance of the Council’s eForms.

8. To liaise with suppliers and contractors who provide web related services to the Council.

9. To ensure that targets for web based delivery of services and take up of web solutions are met through a co-ordinated approach to development activity.

10. Deputise for the Web Manager when needed.

11. Provide advice, support, and leadership in the strategic development of the Council’s online services. 

12. Work with Xentrall and our IT partners to establish and maintain a robust development environment using recognised and shared coding standards, design principles, source control regimes, and documentation so that testable, maintainable, documented and functioning code is produced for designated solutions.

13. Management of technical requirement specifications and system documentation where appropriate. 

14. Perform the configuration and release of designated systems, ensuring that practical controls are followed to maximise quality and availability of production systems.

15. Work with Council services to determine requirements and propose pragmatic solutions which add business value.

16. Where technologies and budgets allow, work from project briefs to develop project initiation documents and realistic project plans in order to produce a range of user friendly web interfaces (including mobile website interfaces) and associated administration tools with integrations into back office systems so that the Council’s customers can carry out transactional services online.

17. Develop functionality that is fit for current and future purposes with the minimum level of complexity to meet stated objectives and adhere to modern accessibility standards. 

18. Develop appropriate and reliable testing methodologies, frameworks and controls, and implement testing activities to ensure adequate system and acceptance testing.

19. Develop and maintain websites and web apps that are compliant with GDPR regulations and Public Sector Bodies (Websites and Mobile Applications) (No. 2) Accessibility Regulations 2018


20. Develop and maintain secure integrations between our websites and 3rd party applications including our CRM, Payment Engine, Theatre Box Office and Bowling Alley booking system.

21.  Provide excellent technical support for our existing suite of websites and internally developed applications.


22. Provide training and training materials to staff when new sites, apps or features are released.

23. Ensure that you work in line with all the Council’s policies and procedures and ensure that you are aware of your obligations under these.

24. Behave according to the Employees’ Code of Conduct and ensure that you are aware of your obligations and responsibilities re conflicts of interest, gifts, hospitality and other matters covered by the Code.

25. Carry out your role in line with the Council’s Equality agenda.

26. To comply with health and safety policies, organisational statements and procedures, report any incidents / accidents/ hazards and take a pro-active approach to health and safety matters in order to protect yourself and others.

27. Any other duties of a similar nature related to this post that may be required from time-to-time.

28. Darlington Borough Council and schools within the Borough are committed to safeguarding and promoting the welfare of children and expects all staff and volunteers to share this commitment


Date:  June 2021

DARLINGTON BOROUGH COUNCIL

OPERATIONS GROUP 

SENIOR .NET DEVELOPER
POST NO. POS001374
All appointments are subject to satisfactory references.

	Criteria No.
	Attribute
	Essential

(E)
	Desirable

(D)

	
	Qualifications & Education
	
	

	1
	Educated to Degree level or higher in a relevant subject area.
	
	D

	2
	ITIL Qualified. 
	
	D

	3
	PRINCE2 Qualification.
	
	D

	4
	MCSD (Microsoft Certified Solutions Developer).
	
	D

	5
	Umbraco Developer Certification
	
	D

	
	Experience & Knowledge
	
	

	6
	Approx. 2 years commercial development experience with complex, enterprise size applications
	E
	

	7
	Approx. 2 years’ experience of creating new applications, supporting existing applications and ironing out bugs in new developments, and deploying applications.
	E
	

	8
	Approx. 2 years’ experience of contributing to planning activities, providing estimates that are: pragmatic, achievable, delivery centric and measurable. 
	E
	

	9
	Experience of managing source code and deploying applications to a live environment.
	E
	

	10
	Experience of the entire project lifecycles.
	E
	

	11
	Experience of testing methodologies and automated testing.
	E
	

	12
	Awareness and application of Web Security Standards and appropriate testing to ensure sufficient security is in place. 
	E
	

	13
	Proficient with relational database design principles for highly available transactional systems. 
	E
	

	14
	Working knowledge of a range of development languages and toolsets that are used to create solutions for mobile, desktop and internet channels;

· C# / ASP.Net / .Net Core

· Microsoft Visual Studio

· XML

· JSON

· ADO.NET 

· MS SQL Server 2012 and above

· LINQ

· T-SQL including stored procedures, triggers and views.

· Object Oriented Design and Programming.

· Model/View/Controller (MVC) design pattern

· CSS

· Web Services/APIs

· HTML 5

· Azure DevOps
	E
	

	15
	Knowledge of and experience in the use of the following technologies;

· JavaScript, 

· JQuery

· Experience of mobile development

· Microsoft .Net Web Forms

· n-Tier Architecture

· Azure

· Service Workers

· Siteimprove, WAVE or axe

· Angular JS
	
	D

	16
	Knowledge and experience in working with the UMBRACO content management system or a similar open source product.
	E
	

	17
	Familiar with agile practices.
	
	D

	18
	Experience of developing Apps for IOS and Android
	
	D

	19
	Experience of working with Lagan/Kana/Verint CRM
	
	D

	20
	Experience of working if the Civica Payment Engine
	
	D

	21
	Experience of working with the Qubica AMF bowling software
	
	D

	22
	Experience of working with the Spektrix Box Office
	
	D

	23
	Knowledge and understanding of the GDPR regulations and how they apply to software development
	E
	

	24
	Knowledge and understanding of WCAG 2.1 standards and how they need to be applied to public sector websites
	E
	

	25
	Knowledge of Progressive Web Apps and how to use features such as background sync and push notifications.
	
	D

	26
	Experience of developing and maintaining an internal API to manage the organisations data
	E
	

	27
	Setting up local development environment including IIS websites and databases
	E
	

	
	Skills
	
	

	28
	Able to prioritise workload and to plan tasks to meet deadlines.
	E
	

	29
	Ability to build effective working relationships with clients and user groups. 
	E
	

	30
	Ability to think creatively and demonstrate good problem solving skills.
	E
	

	31
	Ability to summarise and interpret complex matters.
	E
	

	32
	Ability to work to broad policy guidelines and to use discretion and act on own initiative as required and without reference to manager.
	E
	

	33
	Ability to communicate both orally and in writing with a wide range of audiences (including the ability to write clear and concise reports and presentations).
	E
	

	34
	Ability to present complex information in formats appropriate to non-specialists without compromising meaning
	E
	

	35
	Ability to challenge decisions, appropriately to ensure consideration and processes are robust
	E
	

	36
	Able to work successfully as part of a team.
	E
	

	
	Personal Attributes
	
	

	37
	Proactive and able to motivate fellow team mates.
	E
	

	38
	Self-motivated and enthusiastic
	E
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Known Risks Referral Form Occupational Health (OH)

Potential known risks to employees’ health are detailed on this form together with explanatory notes overleaf. These risks have been assessed in respect of the job role by taking into consideration the explanatory notes and by reference to any task-based risk assessments which should have already identified hazards where health surveillance is required. Where identified, risks may be reduced with the assistance of the OH Surveillance Programme. 

The job description and associated known risks identified below are sent to OH for assessment either as part of the pre-employment checks in the event of a new starter to the organisation, or where risks change as a result of a job, environment or any other change which affects the potential risk. Thorough completion of the document is essential to enable the OH Advisor to make an informed judgement on future actions. If you have any queries about how to complete this form, please contact OH on 01325 406377.

	In the course of their work this employee;
	YES / NO

	A) Is likely to be exposed to asbestos
	

	B) May be exposed to lead or lead based products
	

	C) Is at risk from noise that might affect their health
	

	D) Will be exposed to vibration likely to be above the exposure action level. 
	

	Will be exposed to vibration below the exposure action level.
	

	E) May require a health assessment for night work
	

	F) Is exposed to hazardous substances as detailed overleaf
	

	G) Is required to drive a Council vehicle
	

	Is required to drive their own vehicle for Council business
	

	Is required to drive a HGV / LGV / PCV / FLT or similar
	

	H) Is required to work in a confined space where specialist equipment or breathing apparatus is needed
	

	I) Is required to operate any construction plant
	

	J) Is required to be responsible for / work with vulnerable clients
	

	K) Is at risk of needle stick injury, bites, exposure to faeces or sewage.
	

	Is at risk of contracting infectious disease through direct or indirect contact with clients.
	

	L) Will handle food
	

	Other – Please specify


Form Created: October 2018, Form Reviewed: June 2021, Form Review: June 2022  

Explanatory Notes

A) ASBESTOS

Employees liable to be exposed to asbestos must be under suitable medical surveillance by HSE appointed doctor.  This is mainly aimed at employees who are required to work with asbestos. The medical will alert employees to any problems in relation to the wearing of respirators and provide an indication of any diseases that may stop them from working with asbestos.

B) LEAD

Employees liable to be exposed to lead must be under suitable medical surveillance where:

· The exposure to lead is likely to be significant;

· Blood lead concentration is measured and equals or exceed levels detailed in the regulations; 

· A HSE appointed doctor certifies that the employee should be under medical surveillance and time interval between medicals.

C) NOISE

Health surveillance hearing checks must be provided for employees who are likely to be regularly exposed above the upper exposure action values, or at risk for any reason e.g. they already suffer from hearing loss or are particularly sensitive to damage.

Ideally health surveillance should start before people are exposed to the noise (i.e. new starters or those changing jobs) to give a baseline. It can, however, be introduced at any time. Health checks are annual for the first two years of employment then at 3 yearly intervals (which may need to be more frequent if hearing problems are detected or where risk of hearing damage is high)

D) VIBRATION 

Health Surveillance should be provided for vibration exposed employees who:

· Are likely to be exposed above the action value of 2.5m/s2 (A8) or 100 points;

· Are likely to be regularly exposed to whole body vibration above the action value of 0.5m/s2 A(8) or 100 points;

· Are likely to be exposed occasionally above the action value and where the risk assessment identifies that the frequency and severity of exposure may pose a risk to health; or

· Have a diagnosis of HAVS or long term back pain (even when exposed below the action value)

If any of the above applies to your employee please mark yes in the first ‘vibration’ statement overleaf.

· If an employee will be exposed to vibration below the action value they must be assessed by Occupational Health to establish a baseline and identify any existing health conditions that may affect their ability to work with any vibration. 
If this applies to your employee please mark yes in the second ‘vibration’ statement overleaf.

E) NIGHT WORK 

Employees are offered a health assessment before commencing night work. This assessment takes account of any existing medical condition or ongoing medical treatment which may affect whether the individual is suitable for night work.

F) COSHH

Breathing in certain dusts, gases, fumes and vapours in the workplace can cause serious, long-term lung damage and disease including asbestosis; silicosis; chronic obstructive pulmonary disease (COPD); asthma; emphysema; sensitisation and lung cancer.  Anyone exposed to sensitisers, dust, and fumes must be referred for a health surveillance assessment.  

Contact with certain substances can cause severe dermatitis; skin irritation; depigmentation; sensitisation; skin cancer or oil acne. 

Refer to COSHH assessments to identify where high risk substances have been identified and the Material Safety Data Sheet states that health surveillance is necessary; if these substances cannot be substituted for less hazardous ones then employees must be referred for health surveillance.

G) DRIVERS

Driving Council Vehicles - Occupational health assessments are carried out on employees required to drive Council Vehicles in line with FTA / DVSA requirements including recording of driving licence number, endorsements and declaration from employee on HR on-line annually. Declaration includes details of eye sight, medication and driving hours outside of employment at DBC.

Driving of Own Vehicle on Council Business - Managers are required to ensure recording of employees driving licence number, endorsements and declaration including eye sight, medication and driving hours outside of employment at DBC on HR on-line annually. 

HGV/LGV/PCV drivers and operators of FORKLIFT TRUCKS - Occupational health assessments are carried out on employees required to drive Large Goods Vehicles or Passenger Carrying Vehicles as defined in the Road Traffic Act 1988.  Medicals are carried out on employees who operate Fork Lift Trucks as recommended in the code of practice HSG6.

H) CONFINED SPACES

Where an individual will be required to work in confined spaces or unusual environmental conditions and is required to use respiratory or other specialised equipment. 

I) CONSTRUCTION PLANT

A requirement to operate any construction plant i.e. Telehandler, Tower Crane, Dumper, Excavator etc.

J) VULNERABLE CLIENT GROUPS

This would include all job roles which involve working with and being responsible for vulnerable groups such as children, elderly people and people with learning or behavioural difficulties. This includes job roles such as a Teacher, Teaching Assistant, and Social Worker.

K) COMMUNICABLE DISEASES

Exposure to potential blood borne virus or infectious diseases, where risk assessments have identified a significant risk. 

· Injuries, such as a needle stick injury from a discarded used syringe, or human/animal bites. 

· Contact with faeces and human sewage

· Exposure to infectious diseases by direct or indirect contact with infectious clients i.e. Tuberculosis (TB), Hep A, Hep B, measles, flu etc.  

Please detail the exact nature of the hazard and forward a copy of the risk assessment to OH. 

L) FOOD HANDLER Including,

· Those employed directly in the production and preparation of food, including manufacturing, catering and retail

· Those undertaking maintenance work or repairing equipment in food handling areas

· Enforcement officers and visitors to food handling areas

Employees who handle pre-wrapped, canned or bottled food are not considered food handlers.

OTHER 

Any other risks where the individual may benefit from OH advice and guidance, i.e.an individual with an underlying health problem / ongoing medical treatment who may be required in their work to work at height or use mechanical equipment. 
Standard/Rec/Job Description Employees


