
Job Description                                                          
	Post Title

	Hosting and Security Manager

	Job Evaluation

	N10550

	Grade

	Grade 14

	Service

	Resources

	Service Area

	Digital Services – Infrastructure and Support

	Reporting to

	This post is accountable to the Technical Services Strategic Manager

	Location

	Your normal place of work will be Comeleon House, Tanfield, but you may be required to work at any Council workplace within County Durham.

	Disclosure and Barring Service (DBS)

	This post is subject to a Basic disclosure.

	Flexitime

	This post is eligible for flexitime

	Politically restricted

	This post is not designated as a politically restricted post in accordance with the requirements of Section 1(5) of the Local Government and Housing Act 1989 and by regulations made from time to time by the Secretary of State



Description of role

The role is to develop and deliver operational ICT hosting and security services to support  customers across corporate, schools and external customer estates.

The Hosting and Security Manager will be responsible for the activities of the operational support, engineering and implementations teams within the section, and will develop and implement best practices, ensuring that systems are in place to maintain high operational standards of efficiency, effectiveness and customer service to all stakeholders.   

Duties and Responsibilities
The generic responsibilities, which will be undertaken in support of the specific duties, include the following (if applicable)

· The post holder will develop and manage budgets and support plans, together with financial information relating to the costs of delivering the operational support services

· The post holder will participate in the recruitment, training and development of staff, including training reviews, appraisals (PDR’s), monitoring outcomes and keeping accurate and up-to-date records.

· The post holder is responsible for the service information to ensure timely reporting of service delivery, performance and identification of potential issues.

· The post holder will assist with system specification / design, project management and lead on system implementation and commissioning where appropriate.

· The post holder will assist Strategic Managers in the management of services, ensuring that the activities of the service grouping are organised and delivered in an effective and efficient manner. The post holder will attend meetings as requested, to represent the service. 

· The post holder will be expected to have advanced / diverse levels of knowledge of systems and technologies and will be able to advise on any new proposed solutions and the associated support requirements.

· The post holder will be expected to contribute to strategy and forward planning and participate in cross-service/corporate groups when the need arises

· The post holder will contribute to security and risk management.

· The post holder will manage specific projects and ensure the change management process is adhered to.

· The post holder will contribute to development of policies and procedures to support operational requirements.

· The post holder will assist and deputise for other operational managers, where appropriate.

· The post holder will manage staff in one or more of the DCS teams.

· The post holder will assist with the development / implementation of Business Continuity / Disaster Recovery plans.

· The post holder where required, will participate in the service’s 24 Hour support team providing support services to both internal and external clients.

· Play a positive role in encouraging customers to provide feedback and in using that feedback to improve services.

· To contribute to the analysis of service delivery with a view to improving service delivery and the implementation of generic working.

· Have a flexible approach to the work required to be undertaken, to assist other staff and ensure that the needs of the customer are met.

· Be expected to work outside normal office hours on an organised basis to ensure availability of support between 8.00am and 6.00pm, Monday to Friday.

· Be expected to work outside normal office hours from time to time as the demands of the post and emergencies dictate.

· The above is not exhaustive and the post holder will be expected to undertake any duties which may reasonably fall within the level of responsibility and the competence of the post as directed by the head of service or senior managers.

Listed below are the SPECIFIC responsibilities of this role

· [bookmark: _Hlk25674448]The post holder will manage the delivery of all of the authority’s ICT hosting, including on-premise, cloud and Internet based systems and services.

· The post holder will manage the provision of the authority’s ICT security services, including perimeter defence, device protection, anti-virus and secure remote access.

· The post holder will manage compliance with a range of standards, such as PSN and PCI-DSS, through appropriate security testing, monitoring and reporting.

· The post holder will work with local, regional and national organisations to develop effective security policies and best practice.

· The post holder will lead on the design of all security systems for all services and customers.

· The postholder will be responsible for provision of appropriate hosting environments for all of the authority’s data, systems and applications.

· The post holder will ensure that appropriate resilience is in place to allow the authority to operate effectively.

· The post holder will develop and maintain business relationships with a range of customers, both within the authority and with external organisations.

· The post holder will deal with incidents, problems and events, ensuring the delivery of a high quality, efficient and effective hosting and security services.

· The post holder will work with the PMO, Resource Manager and customer service teams to ensure that management and monitoring systems are harmonised across the service, outputs are managed and optimised, and resources are deployed efficiently.  

· The post holder will lead on the system changes that affect operational delivery and the servicing of customer requirements, dealing with project management, asset, knowledge, change, release and transition management

· The post holder will manage the multiple demands of the service delivery, managing the resources and work assigned within the Hosting and Security section to ensure that the support targets are met in accordance with the requirements of the SLA’s

· The post holder will ensure that process improvements are continually made, maintaining the vision of reducing the management of the steady state service delivery and releasing resource for change and service improvements

· The post holder will manage staff in the following service areas.
· Hosting
· Security 

COMMUNICATIONS
· Observe and adhere to the communications standards in operation within the Service.
· Promote and improve communications within the Group and with other Groups.
PERFORMANCE MANAGEMENT
· Meet agreed performance standards in relation to the post.
· Ensure work carried out by the Group follows agreed procedures.


Organisational Responsibilities

Values and behaviours
To demonstrate and be a role model for the council’s values and behaviours to promote and encourage positive behaviours, enhancing the quality and integrity of the services we provide.

Smarter working, transformation, and design principles
To seek new and innovative ideas to work smarter, irrespective of job role, and to be creative, innovative and empowered. Understand the operational impact of transformational change and service design principles to support new ways of working and to meet customer needs.

Communication
To communicate effectively with our customers, managers, peers and partners and to work collaboratively to provide the best possible public service. Communication between teams, services and partner organisations is imperative in providing the best possible service to our public.

Health, Safety and Wellbeing 
To take responsibility for health, safety, and wellbeing in accordance with the council’s Health and Safety policy and procedures. 

Equality and diversity
To promote a society that gives everyone an equal chance to learn, work and live, free from discrimination and prejudice and ensure our commitment is put into practice. All employees are responsible for eliminating unfair and unlawful discrimination in everything that they do.
 
Confidentiality
To work in a way that does not divulge personal and/or confidential information and follow the council’s policies and procedures in relation to data protection and security of information.

Performance management
To promote a culture whereby performance management is ingrained and the highest of standards and performance are achieved by all. Contribute to the council’s Performance and Development Review processes to ensure continuous learning and improvement and to increase organisational performance.

Quality assurance (for applicable posts)
To set, monitor and evaluate standards at individual, team and service level so that the highest standards of service are delivered and maintained. Use data, where appropriate, to enhance the quality of service provision and support decision making processes.

Management and leadership (for applicable posts)
To provide vision and leadership to inspire and empower all employees so they can reach their full potential and contribute to the council’s values and behaviours. Managers and leaders must engage in personal development to ensure they are equipped to lead transformational change; always searching for better ways to do things differently to meet organisational changes and service priorities.

Financial management (for applicable posts)
To manage a designated budget, ensuring that the service achieves value for money in all circumstances through the monitoring of expenditure and the early identification of any financial irregularity.

The above is not exhaustive and the post holder will be expected to undertake any duties which may reasonably fall within the level of responsibility and the competence of the post as directed by your manager.
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Person Specification

	Attributes
	Essential
	Desirable

	Qualifications




	· Educated to degree level or equivalent in an ICT, technical or business related discipline.
And
· Higher Management or professional qualification.
	· Further relevant ICT, technical or business qualifications

	Experience






	· Significant experience of managing a large operational team or service, with customer facing elements and a variety of stakeholders.
· Advanced levels of ICT systems knowledge and their service delivery requirements.
· Proven experience of developing and implementing new policy, systems and procedures.
· Proven experience of system monitoring and reporting
· Ability to effectively communicate with different audiences
· Ability to lead / manage a team
· Budget management
· Understand organisational structures, relationships and influences
· Effective management of change
	· Staff development
· Negotiation Skills

	Skills and Knowledge 






	· Strong leadership skills
· Able to demonstrate high professional standards
· Ability to communicate effectively, both orally and in writing
· Ability to work with limited supervision
· Ability to plan and organise work
· Able to use own initiative, make decisions and work under pressure.
· In depth knowledge of the technical work of an ICT Department
· Ability to work as part of a team
· In depth knowledge of service delivery in accordance with the customer defined SLA’s
	· Good working knowledge of business initiatives
· Experience of working with consultative groups


	Personal Qualities






	· Access to a car or means of mobility support (if driving then must have a current valid driving licence and appropriate insurance).
· Pleasant and professional manner when dealing with colleagues and customers
· Flexible approach to work
· Willingness to learn
· Enthusiastic, self-motivated
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