
	Job Title:
	CCTV & Security Control Centre Manager
	Pay Band:
	11



	Job Purpose:
	To be the Councils Single point of contact (SPOC) for all matters relating to surveillance cameras within council control and be responsible for the management of services provided in the CCTV Control Centre, including CCTV, alarm monitoring, Lifeline Service, The authorities out of hours service and Feethams Multi Storey carpark. 


	Valued Behaviour Level:
	2
	JE reference: 
	C2272

	
What are you expected to do?
1. To manage the effective delivery of services in the CCTV Control Room for both in-house and external clients.  

2. To manage and provide overall operational support and advice to the CCTV Duty Manager and CCTV Control Centre Operators.

3. To work with the public, private and voluntary sectors, as well as colleagues, supporting them to monitor enforcement action to ensure Darlington is a safe place to live, work and enjoy.

4. To contribute to the CCTV business plan and develop all associated policies and procedures.  

5. To monitor operational budgets to ensure services are delivered within financial parameters.  

6. To maximise income generation for the CCTV and Alarm monitoring services by working to develop existing business and seeking opportunities to attract new business.

7. To work closely with colleagues providing lifeline and assisted technology service, to ensure the highest standards are met.

8. To Identify, create and monitor maintenance agreements as required, manage contracts to ensure efficiency and effectiveness of CCTV resources, including fault reporting procedure and arrangement equipment maintenance program.

9. To act as the lead officer in projects for the establishment of camera installations or deployment of cameras, assess need and purpose of CCTV systems, determine operational requirement of camera and equipment, determine deployment and siting methods and completing risk analysis of installation/deployment including relevant documentation.

10. To Manage the Feethams Multi Storey Carpark access/egress and pay equipment and systems

11. To act and manage as lead officer in any tendering exercise for contracts to replace/maintain/acquire any new service or equipment required by the Control Centre operation.

12. To monitor and assess business and service plan trends and identify necessary responses to performance issues.  

13. To monitor and maintain all IT equipment associated with CCTV.

14. To prepare and produce documentation and reports relating to CCTV.

15. To be the Single point of contact (SPOC) for all matters relating to surveillance cameras within council control: - specifically

(i) To ensure the legal requirements of the Regulation of Investigatory Powers Act 2000, Protections of Freedoms Act 2012 and GDPR legislation is understood and adhered to by all departments who use CCTV systems and to have an in depth understanding of the Surveillance Camera Commissioner objectives. 

(ii) To drive forward the recommendations from the Surveillance Camera Commissioner to improve standards to ensure any risk relating to Data Protection and the Protection of Freedoms Act is mitigated and that members of the public can be confident that the use of CCTV is legitimate and correctly managed. 

(iii) To have knowledge of Security Industry products and solutions, understanding when relevant solutions are achievable.

(iv) Responsible for creating and updating a central register, identifying all surveillance camera systems used by the Council for any purpose and ensuring all system owners complete a self-assessment tool and Data Privacy Impact Assessment (DPIA) on an annual basis. 

(v) Responsible for the creation and upkeep of a central asset register of all surveillance cameras equipment that the local authority operates, working closely with colleagues from across the Authority. 

(vi) Responsibility for the creation and upkeep of a central training register for each department, if applicable, to evidence all training required, dates undertaken and guidance/advice given. 

(vii) To ensure a consistent approach across the authority for all new installations which must have a Data Privacy Impact Assessment (DPIA) completed and have due regards to proportionality and the Protections of Freedoms Act. 

(viii) To appraise and advice on all requests for new or any changes to existing schemes CCTV systems. 

(ix) To ensure the Authority installs and manages Surveillance Camera systems which are proportionate to a legitimate purpose, transparent and demonstrate compliance with best and good practice and relevant legal obligations. 

(x) To ensure individuals right to privacy is protected by creating and maintaining a robust process to review Data Privacy Impact Assessments (DPIA’s) on an annual basis for all Surveillance Camera systems operated by the Authority. 

(xi) To manage and develop an annual inspection regime and to implement ensuring all systems meet the Surveillance Camera Commissioner Code of Practice. 

(xii) To be responsible for ensuring services are delivered to the quality and high standards required to attain external quality accreditation e.g. SIA, Third Party Accreditation, CCTV Code of Conduct and other applicable government legislation.  

16. To work closely with colleagues and partners of the Council, in particular Durham Constabulary, to contribute to the delivery of the Crime and Disorder Reduction partnership agenda.

17. To lead in the achievement and retention of any required Quality systems













































Person Specification
	
Criteria No.
	Attribute
	Essential
(E)
	Desirable
(D)

	
	Qualifications & Education
	
	

	1
	Professional qualification in a relevant subject.

	
	D

	2
	SIA Public Space Surveillance CCTV Licence.  
(There is a requirement that this licence is obtained within a reasonable time of commencing the post)
	E
	

	3
	Management qualification.  

	
	D

	
	Experience & Knowledge
	
	

	4
	Approximately three years’ experience of working in a CCTV Control Centre.
	E
	

	5
	Approximately five years’ experience of staff management, including performance development.  
	E
	

	6
	Experience of undertaking project work and effective research skills.  
	E
	

	7
	Knowledge of the Crime and Disorder Reduction Partnership.

	E
	

	8
	Working knowledge of legislation associated with CCTV operation.  
	E
	

	9
	Experience of interpreting legislation, policy or procedures to give recommendations and advice.  
	E
	

	10
	Experience of effective budget monitoring

	E
	

	11
	Experience of working in a high-profile customer facing environment including effectively dealing with conflict situations
	E
	

	12
	Awareness of the Health and Safety requirements of the role

	E
	

	
	Skills
	
	

	13
	Able to co-ordinate and plan resources to deliver effective operational service on a short-, medium- and long-term basis.  
	E
	

	14
	Able to lead by example and motivate others and empower them to make decisions.  
	E
	

	15
	Able to build and maintain relationships with a wide range of people including members/Senior Management/Trade Union Officials.  
	E
	

	16
	Able to communicate both orally and in writing to a wide range of audiences (including the ability to write clear and concise reports). 
	E
	

	17
	Able to problem solve using analytical skills.

	E
	

	18
	Able to prioritise workload and to plan and allocate tasks to meet deadlines.  
	E
	

	19
	Able to work successfully as part of a team, working towards team goals.  
	E
	

	20
	Able to deal sensitively with conflict situations.

	E
	

	21
	Able to effectively explore and develop business opportunities.

	E
	

	22
	Able to use initiative and make decisions outside immediate policy and procedure, and without reference to manager.  
	E
	

	23
	IT literate, capable of using MS Work/Excel and Office packages.

	E
	

	24
	Proven ability to continuously improve services.

	
	D

	25
	Able to work with complex reports and performance management documents.  
	
	D

	
	Personal Attributes
	
	

	26
	Able to remain calm, confident and professional in high pressure situations.  
	E
	

	27
	Able to demonstrate a flexible approach to a fast-changing working environment.  
	E
	

	28
	Commitment to the delivery of a quality service.

	E
	

	
	Special Requirements
	
	

	29
	Flexible approach to working time arrangements – able to work out of hours when necessary.   
	E
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JE reference: C2272

Our values:
Are at the heart of everything we do. Our values are not just words, the way we behave is one of the most important ways we can demonstrate them. As managers, you will display these every day and support your team members to demonstrate them too


RESPECT…
be Respectful towards the Council, each other as colleagues as well as our community, residents, service users, stakeholders and wider partners. 

INNOVATE…
be Innovative in everything we do and voice improvements to ensure we offer quality services.

COLLABORATE…
act Collaboratively and ensure our successful journey of collaboration continues to ensure that we maximise opportunities to achieve success.

DELIVER…
deliver quality services to all and strive to always deliver the best we can with the resources available.

 All Managers will be expected to:
· Engage with our My Journey process, ensuring all reviews including your own are completed timely and with quality conversations.   
· Manage your team in line with our core values, policies and procedures and ensure that employees are aware of their obligations under these. 
· Behave according to the Valued behaviours framework, the Dignity & Respect Policy and Employees’ Code of Conduct and ensure that employees in your team are aware of their obligations and responsibilities re. conflicts of interest, gifts, hospitality and other matters covered by the Code. 
· Be a team player with the willingness to be flexible and supportive.
· Be a strong communicator demonstrating active listening skills, openness, approachability and good verbal and written skills.
· Ensure that our Equality agenda is implemented effectively in your team and to carry out your duties as a manager and employee in line with these. 
· To fulfil your health and safety management role as detailed in both Corporate and Group Health and Safety Policies, organisational statements and procedures to ensure a safe working environment for yourself, members of your team and others who may be affected by your team’s activities. 
· [bookmark: _Hlk172273770]Carry out your role in line with our climate neutral ambitions.
· Undertake any other duties of a similar nature related to this post that may be required from time-to-time.
· We are committed to safeguarding and promoting the welfare of children and expects all staff and volunteers to share this commitment. 
· This post is subject to an enhanced disclosure. The successful applicant will be subject to the relevant vetting checks before an offer of appointment is confirmed. Following appointment, the employee will be subject to rechecking as required from time to time by ourselves.
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